
Examples of latest frauds our AI risk models stopped
  4    Social
 engineering
 CHF 1,000,000 
 [Switzerland]
The fraudster impersonated a 
bank customer and requested 
a transfer of CHF 1,000,000.  

  1   Account 
 takeover fraud
 CHF 33,170
 [The Netherlands]
The fraudster impersonated a 
bank agent, persuading the 
customer to release his 
e-banking login details, and 
initiated a payment of CHF 
33,170 to their account. 

  6   Account 
 takeover fraud
 GBP 21,000
 [Great Britain]
Through social engineering, 
the fraudster impersonated a 
banking agent, persuaded a 
customer to disclose his/her 
ebanking login details, took over 
their account and attempted a 
payment of GBP 21,000.

  9   CEO fraud
 EUR 70,000
 [Spain]
The fraudster impersonated 
the CEO of the account holder's 
company and over email 
convinced him to pay EUR 70,000 
into an illicit account. 

 11  Scam
 EUR 32,000
 [Belgium]
Through social engineering, a 
customer was scammed on the 
purchase of a car and initiated 
payment of EUR 32,000 to a 
non-existent car company.

  2   Social
 engineering
 CHF 22,114
 [The Netherlands]
The customer gave her e-banking 
credentials over the phone to the 
fraudster who initiated a transfer 
of CHF 22,114 to an illicit account. 

  5   Tech support 
 scam
 USD 7,500
 [Lithuania]
The fraudster, impersonating a 
Microsoft tech support worker, 
obtained enough information 
about the victim’s e-banking to 
initiate a transfer of USD 7,500 
to an illicit account. 

10   Authorized push  
 payment fraud
 EUR 25,000 
 [Spain]
Using social engineering, the 
fraudster convinced the bank 
customer to transfer EUR 25,000 
to an illicit account. 

  8   BEC fraud
 USD 100,000
 [Peru]
A company employee fell victim 
to a business email compromise 
fraud, ordering a payment of 
USD 100,000 to a beneficiary 
in Peru.

 7   Tech Support 
 Scam
 EUR 3,469
 [Slovenia]
The victim gave control of
 their computer to a fraudster 
impersonating a Microsoft 
employee, who then tried to 
transfer EUR 3,469 to an 
illicit account.SCAM$
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  3   Account 
 takeover fraud
 CHF 19,990 
 [Switzerland]
The fraudster injected malicious code 
into the victim's computer to acquire 
e-banking credentials and take over 
the bank account to seize CHF 19,990.  

12  Investment 
 fraud
 USD 170,000
 [Bulgaria]
The victim was advised by a 
fraudster impersonating a 
partner to invest in a fictitious 
company and ordered a payment 
of USD 170,000.
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Social engineering
CHF 1,000,000 

Switzerland
The fraudster impersonated a bank 
customer and requested 
a transfer of CHF 1,000,000.  

Tech support  scam
USD 7,500

Lithuania
The fraudster, impersonating a 
Microsoft tech support worker, 
obtained enough information about 
the victim’s e-banking to initiate a 
transfer of USD 7,500 to an illicit 
account. 

Social engineering
CHF 22,114

The Netherlands
The customer gave her e-banking 
credentials over the phone to the 
fraudster who initiated a transfer of CHF 
22,114 to an illicit account. 

Account takeover fraud
GBP 21,000

Great Britain
Through social engineering, 
the fraudster impersonated a banking 
agent, persuaded a customer to 
disclose his/her ebanking login details, 
took over their account and attempted 
a payment of GBP 21,000.

BEC fraud
USD 100,000

Peru
A company employee fell victim to a 
business email compromise fraud, 
ordering a payment of USD 100,000 
to a beneficiary in Peru.

CEO fraud
EUR 170,000

Spain
The fraudster impersonated 
the CEO of the account holder's 
company and over email convinced 
him to pay EUR 170,000 into an illicit 
account. 

Authorized push  
payment fraud
EUR 125,000 

Spain
Using social engineering, the fraudster 
convinced the bank customer to transfer 
EUR 125,000 to an illicit account. 

Scam
EUR 32,000

Belgium
Through social engineering, a 
customer was scammed on the 
purchase of a car and initiated 
payment of EUR 32,000 to a 
non-existent car company.

Investment fraud
USD 170,000

Bulgaria
The victim was advised by a 
fraudster impersonating a 
partner to invest in a fictitious 
company and ordered a payment 
of USD 170,000.
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Account takeover fraud
CHF 19,990 

Switzerland
The fraudster injected malicious code 
into the victim's computer to acquire 
e-banking credentials and take over 
the bank account to seize CHF 19,990.  
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3  Social engineering

CHF 1,000,000 
[Switzerland]
The fraudster impersonated a 
bank customer and requested 
a transfer of CHF 1,000,000.  

5   Account takeover fraud
GBP 21,000
[Great Britain]
Through social engineering, 
the fraudster impersonated a banking 
agent, persuaded a customer to 
disclose his/her ebanking login details, 
took over their account and attempted a 
payment of GBP 21,000.

7 CEO fraud
EUR 70,000
[Spain]
The fraudster impersonated 
the CEO of the account holder's 
company and over email 
convinced him to pay EUR 
70,000 into an illicit account. 

9  Scam
EUR 32,000
[Belgium]
Through social engineering, a 
customer was scammed on the 
purchase of a car and initiated 
payment of EUR 32,000 to a 
non-existent car company.

1  Social engineering
CHF 22,114
[The Netherlands]
The customer gave her e-banking 
credentials over the phone to the 
fraudster who initiated a transfer of 
CHF 22,114 to an illicit account. 

4  Tech support  scam
USD 7,500
(Lithuania]
The fraudster, impersonating a 
Microsoft tech support worker, 
obtained enough information 
about the victim’s e-banking to 
initiate a transfer of USD 7,500 to 
an illicit account. 

8  Authorized push  
payment fraud
EUR 25,000 
[Spain]
Using social engineering, the 
fraudster convinced the bank 
customer to transfer EUR 25,000 
to an illicit account. 

6 BEC fraud
USD 100,000
[Peru]
A company employee fell 
victim to a business email 
compromise fraud, ordering a 
payment of USD 100,000 to a 
beneficiary in Peru.

2 Account takeover fraud
CHF 19,990 
[Switzerland]
The fraudster injected malicious 
code into the victim's computer to 
acquire e-banking credentials and 
take over the bank account to seize 
CHF 19,990.  

10 Investment fraud
USD 170,000
[Bulgaria]
The victim was advised by a 
fraudster impersonating a 
partner to invest in a 
fictitious company and 
ordered a payment of USD 
170,000.
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Account takeover fraud
CHF 19,990 

Switzerland
The fraudster injected malicious code 
into the victim's computer to acquire 
e-banking credentials and take over 
the bank account to seize CHF 19,990.  

Social engineering
CHF 1,000,000 

Switzerland
The fraudster impersonated a bank 
customer and requested 
a transfer of CHF 1,000,000.  

Tech support  scam
USD 7,500

Lithuania
The fraudster, impersonating a 
Microsoft tech support worker, 
obtained enough information about 
the victim’s e-banking to initiate a 
transfer of USD 7,500 to an illicit 
account. 

Social engineering
CHF 22,114

The Netherlands
The customer gave her e-banking 
credentials over the phone to the 
fraudster who initiated a transfer of CHF 
22,114 to an illicit account. 

Account takeover fraud
GBP 21,000

Great Britain
Through social engineering, 
the fraudster impersonated a banking 
agent, persuaded a customer to 
disclose his/her ebanking login details, 
took over their account and attempted 
a payment of GBP 21,000.

BEC fraud
USD 100,000

Peru
A company employee fell victim to a 
business email compromise fraud, 
ordering a payment of USD 100,000 
to a beneficiary in Peru.

CEO fraud
EUR 70,000

Spain
The fraudster impersonated 
the CEO of the account holder's 
company and over email convinced 
him to pay EUR 70,000 into an illicit 
account. 

Authorized push  
payment fraud
EUR 25,000 

Spain
Using social engineering, the fraudster 
convinced the bank customer to transfer 
EUR 25,000 to an illicit account. 

Scam
EUR 32,000

Belgium
Through social engineering, a 
customer was scammed on the 
purchase of a car and initiated 
payment of EUR 32,000 to a 
non-existent car company.

Investment fraud
USD 170,000

Bulgaria
The victim was advised by a 
fraudster impersonating a 
partner to invest in a fictitious 
company and ordered a payment 
of USD 170,000.
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Account takeover fraud
CHF 19,990 
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The fraudster injected malicious code 
into the victim's computer to acquire 
e-banking credentials and take over 
the bank account to seize CHF 19,990.  

Social engineering
CHF 1,000,000 

Switzerland
The fraudster impersonated a bank 
customer and requested 
a transfer of CHF 1,000,000.  

Tech support  scam
USD 7,500

Lithuania
The fraudster, impersonating a 
Microsoft tech support worker, 
obtained enough information about 
the victim’s e-banking to initiate a 
transfer of USD 7,500 to an illicit 
account. 

Social engineering
CHF 22,114

The Netherlands
The customer gave her e-banking 
credentials over the phone to the 
fraudster who initiated a transfer of CHF 
22,114 to an illicit account. 

Account takeover fraud
GBP 21,000

Great Britain
Through social engineering, 
the fraudster impersonated a banking 
agent, persuaded a customer to 
disclose his/her ebanking login details, 
took over their account and attempted 
a payment of GBP 21,000.
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Peru
A company employee fell victim to a 
business email compromise fraud, 
ordering a payment of USD 100,000 
to a beneficiary in Peru.
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Spain
The fraudster impersonated 
the CEO of the account holder's 
company and over email convinced 
him to pay EUR 70,000 into an illicit 
account. 

Authorized push  
payment fraud
EUR 25,000 

Spain
Using social engineering, the fraudster 
convinced the bank customer to transfer 
EUR 25,000 to an illicit account. 

Scam
EUR 32,000

Belgium
Through social engineering, a 
customer was scammed on the 
purchase of a car and initiated 
payment of EUR 32,000 to a 
non-existent car company.

Investment fraud
USD 170,000

Bulgaria
The victim was advised by a 
fraudster impersonating a 
partner to invest in a fictitious 
company and ordered a payment 
of USD 170,000.


